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ZLero-Trust End-Point Security

In addition to providing protection at the gateway,
Network Box can offer managed zero-trust
end-point protection. The approach involves
installing a small zero-trust end-point agent on
end-point devices. Once installed, the service will
block unrecognized applications by default, only
allowing those you specifically trust.

7777 Blocks all untrusted applica-
tions regardless of source,

location, signature, etc.

Trust policy is managed
and maintained by
Network Box SOC

Allows you to generate reports
of all applications running
within your network

Service Overview

The table below highlights the key advantages of
the Network Box Managed Zero-Trust End-Point
Security solution.

Functions Managed Zero-Trust End-Point Security
Whitelisting m Blocks execution of EVERYTHING
Approach not trusted
m Truly effective protection without relying
on outdated anti-virus signatures
m Protects all sources (USB, disk, file
shares, downloads, etc.)
m |n or out of the office, online or offline;
protection without relying on updates
Managed by  ® Maintenance of trust settings, according
Network Box to customer policy
Security m Handling of application updates
Engineers m Handling of request workflow (new
application install, etc.)
Reporting m Of all applications being executed by

and Visibility

your end-point devices
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There are currently several billion sets of hacked credentials already
posted on the Dark Web. Because of this, it is crucial for you to check
for postings of your information and passwords there regularly.

Dark Web Monitoring

Service

Whenever there is a data breach, the stolen personal
information and data usually ends up on the Dark
Web. The Dark Web Monitoring engine periodically
scans data breaches from the Dark Web, looking for
your registered email addresses and domains. As an
ongoing subscription service, Network Box will inform
you if your credentials have been discovered there.

Regularly scans the Dark Web for
@ postings of your registered

domains and email addresses

Ongoing monitoring and
notification, with detailed
reports of data breaches found
on the Dark Web

Optional monitoring services
for the personal email
accounts of key staff within
your organization

What is the Dark Web?

The Dark Web is the deliberately hidden part of the Internet
and is the natural habitat of hackers and cybercriminals. This
‘dark side’ can only be accessed with specialist knowledge
and specific software tools such as TOR (The Onion Router),
Riffle, Freenet, and I2P (Invisible Internet Project).

Only 4% of the Internet is publicly

accessible and indexed by standard Surface
search engines such as Google, ~ Web
Yahoo, or Bing. This is known as

the Surface Web.

The other 96% of the Internet
comprises the Deep Web.

Within the Deep Web,
there is a subset of
Dark Nets.

It is the collection of
these Dark Nets

that makes up The @ @
the Dark Web. Dark @
- &
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The Network Box Customizable HTML-5 Doshboa&d—-
gives IT Managers a clear and graphical display  *= A
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of network status and system usage. _—

f 0

Network Box Dashboard Screens
H TM L - 5 The layout of the dashboard can be customized to show different
aspects of your network.

The Network Box HTML-5 Dashboard gives
you real-time visual feedback of both cyber
attacks and your network status. Made up of
hundreds of different widgets, it is fully
customizable, and the layout can be changed
to give you complete control over how you
want to monitor your network.

Box Status

A highly customizable dashboard
that provides an intuitive visual

representation of your network Real-Time Portable Moniforing
status and cyber attacks

The Network Box Dashboard is compatible with almost any
modern large-screen mobile device. This allows you to

) constantly monitor your network’s status even when you are
Instant real-time reports, or away from your workstation.

reports covering a set period, can
be generated via the dashboard

KPls let you see what is happening
in real-time or what has happened
over any given time-frame
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Monitoring

The Network Box SIEM+ system allows IT Managers
to view all security incidents and events for all
devices within their network.

NBSIEM+ Mobile

Security Incident and
Event Management

Delivered as a hybrid cloud/on-premises or pure Available for both Apple iOS and Android-based mobile devices,
cloud-based solution, NBSIEM+ integrates all the the FREE Network Box SIEM+ App is designed to provide
security logs and incidents into one centralized secure access to administer Network Box managed services.
system to provide an overview of the entire In addition, the app provides access to the following:
network and can apply Integrated Security Security news stories

Box Office ticketing system
NBSIEM+ events
Overview of managed assets

Intelligence, Digital Forensics, and Security
Incident Management.

Powerful online search
facilities for events, incidents,
assets, and more

Provides access to the
NBSIEM+ portal

Real-time correlation of
security incidents to provide
a holistic view

Full access to the Box
Office ticketing system

Support for both
Android and iOS
mobile platforms

Notification and alerts for
critical security events
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Cybersecurity Excellence
Awards 2024

Network Box is proud to announce that the company

won three Cybersecurity Insiders’ 2024 Cybersecurity
Excellence Awards in the categories of Unified Threat
Management, Anti-Malware, and Web Content Filtering.

“Network Box’s remarkable achievement is a testament
to their unwavering commitment to the core principles of
excellence, innovation, and leadership in cybersecurity.”

Holger Schulze _ap——
Cybersecurity Insiders — -
CEO WINNER
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CYBER
SECURITY

Unified Threat Managemeﬁt
Network Box UTM+

Anti-Malware
Z-Scan

. Web Content Filtering
S-Scan

Network Box Hong Kong
Cybersecurity Seminar

In partnership with FUJIFILM Business Innovation HK,
Network Box Hong Kong held a cybersecurity seminar
for SMEs. The key issue covered at the event was
why hackers target small companies.

network-box.com

In the Boxing Ring

This month, we are talking about SSL/TLS
Inspection. It is estimated that 85% of traffic on the
Internet is encrypted (with a large portion of that
SSL/TLS encrypted), and approximately 70% of malware
campaigns use some form of encryption. However, if you do
not decrypt all that traffic for inspection and policy
enforcement, it may pose a considerable security risk. To
address this issue, Network Box provides various levels of
inspection and policy enforcement for SSL/TLS traffic. In our
featured article, we discuss these in greater detail.

LINK:

INSPECTION

NETWORK BOX

Technology Focus

When you subscribe to Network Box, you
get SOC services at no extra cost?

Network Box SOC services include:

® 24x7x365 Monitoring and Support
® Global Threat Intelligence

® Real-Time Security Updates V%
® Live Response and Support

® Hardware Monitoring and Backups

= Centralized Logging and Management
and more...

For more details about Network Box SOC services, please visit:

The trademarks, including but not limited to “Network Box" and the curly "N" device, are either frademarks or registered trademarks of Network Box Corporation Limited. Other trademarks and product
names used in this publication are for identification purposes only, and may be the trademarks of their respective companies. Features and specifications are subject to change without notice,
Benchmarking is performed with representative data, on a function by function basis. Weights and measurements are approximate only. Actual models may vary in appearance to the illustration and

photographs provided. Copyright © Network Box Corporation Limited 2024.



