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09:35:57.858874 IP 10.8.2.100.65132 > 74.125.128.147.80: Flags [S], seq 893507093, win 65535, options [mss
1460,nop,wscale 4,nop,nop,TS val 3712851838 ecr 0,sack0K,eol], length 0

09:35:57.862643 IP 74.125.128.147.80 > 10.8.2.100.65132: Flags [S.], seq 2557492822, ack 893507094, win 42900, options
[mss 1430,nop,nop,sack0K,nop,wscale 6], length ©

09:35:57.862817 IP 10.8.2.100.65132 > 74.125.128.147.80: Flags [.], ack 1, win 16384, length ©

09:35:57.862873 IP 10.8.2.100.65132 > 74.125.128.147.80: Flags [P.], seq 1:146, ack 1, win 16384, length 145
09:35:57.866990 IP 74.125.128.147.80 > 10.8.2.100.65132: Flags [.
09:35:57.881756 IP 74.125.128.147.80 > 10.8.2.100.65132: Flags [.

1, ack 146, win 669, length 0

1
©09:35:57.881881 IP 74.125.128.147.80 > 10.8.2.100.65132: Flags [.], seq 1431:2861, ack 146, win 669, length 1430

1

]

, seq 1:1431, ack 146, win 669, length 1430

09:35:57.881883 IP 74.125.128.147.80 > 10.8.2.100.65132: Flags [.], seq 2861:4291, ack 146, win 669, length 1430
09:35:57.881904 IP 10.8.2.100.65132 > 74.125.128.147.80: Flags [.], ack 2861, win 16205, length ©

09:35:57.881916 IP 10.8.2.100.65132 > 74.125.128.147.80: Flags [.
09:35:57.882176 IP 74.125.128.147.80 > 10.8.2.100.65132: Flags [.

1, ack 4291, win 16384, length 0

]
09:35:57.882250 IP 74.125.128.147.80 > 10.8.2.100.65132: Flags [.], seq 5721:7151, ack 146, win 669, length 1430

1

]

, seq 4291:5721, ack 146, win 669, length 1430

09:35:57.882252 IP 74.125.128.147.80 > 10.8.2.100.65132: Flags [.], seq 7151:8581, ack 146, win 669, length 1430
09:35:57.882271 IP 10.8.2.100.65132 > 74.125.128.147.80: Flags [.], ack 7151, win 16205, length ©

09:35:57.882325 IP 10.8.2.100.65132 > 74.125.128.147.80: Flags [.], ack 8581, win 16384, length 0

©09:35:57.882499 IP 74.125.128.147.80 > 10.8.2.100.65132: Flags [.], seq 8581:10011, ack 146, win 669, length 1430
09:35:57.882532 IP 74.125.128.147.80 > 10.8.2.100.65132: Flags [P.], seq 10011:11259, ack 146, win 669, length 1248
09:35:57.882550 IP 10.8.2. .65132 > 74.125.128.147.80: Flags [.], ack 11259, win 16216, length 0O

09:35:57.883065 IP 10.8.2. .65132 > 74.125.128.147.80: Flags .1, seq 146, ack 11259, win 16384, length 0
09:35:57.886031 IP 74. . .147.80 > 10.8.2.100.65132: Flags .1, seq 11259, ack 147, win 669, length 0
09:35:57.886067 IP 10.8.2. .65132 > 74.125.128.147.80: Flags [.], ack 11260, win 16384, length 0
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~ P A1 TCP £4E > HIE

09:35:57.862873 IP 10.8.2.100.65132 > 74.125.128.147.80: Flags  Ox0028 Rt
. ﬁ[;_l]

[P.], seq 1:146, ack 1, win 16384, length 145

0x0000: 4500 00b9 888 4000 4006 0000 0208 0264 E..... @.Q...... d

0x0010: 4a7d 893 feGC 0050 3541 d616 9870 3e57 J}...1.PSA...p>W

0x0020: 5018 4000 d827 0000 4745 5420 2f20 4854 P.@..'..GET./.HT

0x0030: 5450 2f31 2e31 0dOa 5573 6572 2d41 6765 TP/1.1..User-Age B 7 P

0x0040: 6e74 3220 6375 726c 2f37 2e32 342e 3020 nt:.curl/7.24.0. :

0x0050: 2878 3836 536 342d 6170 706c 652d 6461 (x86_64-apple-da User-Agent: curl/

0x0060: 7277 696e 3132 2e30 2920 6c69 6263 7572 rwinl2.0).libcur 7.24.0 (x86_64-apple-

0x0070: 6c2f 372e 3234 2e30 204f 7065 6e53 534c 1/7.24.0.0penSSL darwinl2.@) libcurl/

0x0080: 230 2e39 2e38 7820 7abc 6962 2f31 2e32 /0.9.8x.zlib/1.2 7.24.0.0pensSSL/

0x0090: 2e35 0dOa 486f 7374 3a20 3734 2e31 3235 .5..Host:.74.125 0.9.8x.z1ib/1.2.5

0x00a0: 2e31 3238 2e31 3437 0d0a 4163 6365 7074 .128.147. Accept Host: 74.125.128.147

0x00bO: 3a20 2a2f 2a0d 0add Oa CUR/E L Accept: */*
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o 25 %] www.network-box.com Y web 53K

» (e E—1{E web HI P EIE—(E web FERHYEE K —HHEREE )
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POST /phppath/php?-d+allow_url_include%3Don+-d+safe_mode%3Doff+-d+suhosin.simulation%3Don+-d+disable_functions%3D
%22%22+-d+open_basedir%3Dnone+-d+auto_prepend_file%3Dphp%3A%2f%2finput+-n HTTP/1.1

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; tr-TR) AppleWebKit/533.20.25 (KHTML,
Safari/533.20.27

Content-Type: application/x-www-form-urlencoded
Host: www.network-box.com
Content-Length: 2634

like Gecko) Version/5.0.4

(2,634 byte HTML form provided, but not shown)
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1. PHP Injection Attack - OWASP_AppSensor/CIE4
OWASP_TOP_10/AT OWASP_TOP_10/A6 PCl/6.5.2
WASCTC/WASC-15 WASCTC/WASC-25
WEB_ATTACK/HTTP_RESPONSE_SPLITTING
WEB_ATTACK/PHP_INJECTION

2. SQL Comment Sequence Detected -
OWASP_AppSensor/CIET OWASP_TOP_10/A1 PCl/
6.5.2 WASCTC/WASC-19 WEB_ATTACK/
SQL_INJECTION

3. SQL Hex Encoding Identified - OWASP_AppSensor/
CIET OWASP_TOP_10/A1 PCl/6.5.2 WASCTC/
WASC-19 WEB_ATTACK/SQL_INJECTION

4. SQL Injection Attack: SQL Operator Detected -
OWASP_AppSensor/CIET OWASP_TOP_10/A1 PCI/
6.5.2 WASCTC/WASC-19 WEB_ATTACK/
SQL_INJECTION

5. Blind SQL Injection Attack - OWASP_AppSensor/CIE1
OWASP_TOP_10/A1 PCl/6.5.2 WASCTC/WASC-19
WEB_ATTACK/SQL_INJECTION

6. SQL Character Anomaly Detection Alert - Repetative
Non-Word Characters

7. Restricted SQL Character Anomaly Detection Alert -
Total # of special characters exceeded

8. Detects MySQL comment-/space-obfuscated injections
and backtick termination - WEB_ATTACK/SQLI

9. Detects SQL benchmark and sleep injection attempts
including conditional queries - WEB_ATTACK/SQLI

10. Detects basic SQL authentication bypass attempts 2/3 -
WEB_ATTACK/SQLI

11. Detects MySQL comments, conditions and ch(a)r
injections - WEB_ATTACK/SQLI

12. Detects classic SQL injection probings 2/2 -
WEB_ATTACK/SQLI

13. XSS Attack Detected

14.1E XSS Filters - Attack Detected
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