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Figure 1 — Home Page
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Figure 2 — Mail Search: Specifj Period
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Figure 5 — Spam: Overview
ﬁ*ﬂﬁuﬁﬁﬁ W p o R
e WL AR e SR I
ﬁ%ﬁﬁﬂﬁ%#ﬂ? @o
=5 [PSRLIET o S (R % EF
(2E W) Tbfe ﬁf‘ *glitf

VRS TR RIS ) o 55
1
APl o

R 1) P s R -
frEnEpuE ﬁBFFF”

(Chally (2 am)y (OJall)

9.3 M B M
4.7 B = m
10.0 O ) O

Figure 7 — Spam: Detailed View
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Figure 8 — Settings. Overview
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Recent
Vulnera bilities

This month, an
unusudly large number
of zero-day vulnerabilities have been
announced, and patches released. Here is
a short summary of the major ones.

Vulnerability in Microsoft Video ActiveX
Control Could Allow Remote Code
Execution

Microsoft Securitj Advisorj 972890

A zero-day vulnerability in the
msvidctl.dll component of Microsoft
Video ActiveX. There were widespread
attacks exploiting this vulnerability using a
large network of compromised websites.
The attacks used Internet Explorer as the
attack vector and installed a Trojan
downloader onto compromised machines.
Microsoft released a partia fix on their
July  Petch Tuesday, but this was later
shown to be ineffectual and protection
was revised in the Microsoft uly 28 out-
of-cycle release.

Vulnerability in Microsoft Office Web
Components ActiveX Controls Could
Allow Remote Code Execution

Microsoft Securitj Advisorj 973472

A zero-day vulnerability in
Microsoft Office Web Components
ActiveX controls. There were originaly
limited targeted atacks exploiting this
vulnerability using a network of
compromised websites, but as expected,
the scale of the attacks continues to grow.
The atacks used Internet Explorer as the
attack  vector and installed a Trojan
downloader onto compromised machines.

Adobe Flash-in-PDF Attacks
Adobe Securitj Advisorj APSA-09-03

Later in duly, Network Box Security
Response started to see exploits of a zero-
day flaw in Adobe Flash Player 9 and 10,
with the exploit delivered by a flash object
embedded in an Adobe PDF document
(rendered by Adobe PDF Reader /
Acrobat). The flaw was acknowledged by
Adobe (and labelled CVE-2009-1862).
Adobe proposed a workaround (involving
the manual deletion of the affected
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component) and scheduled to release
patches on duly 30.

Sun Java XML Signature HMAC
Truncation Authentication Bypass

US-CERT MWulnerabilitj Note VU#466161

Sun announced a vulnerability that
would alow an attacker to bypass the
authentication mechanism provided by
the XML Signature specification. Patches
were rel eased.

Microsoft Out-of-Cycle Patch 28th July
MS09-034 and MS09-035

Following on from their work on the
ActiveX control vulnerabilities, Microsoft
announced that the cause of these
vulnerabilities was far deeper than
originaly expected, and went to the
unusual step of releasing out-of-cycle
patches for both Internet Explorer and
development libraries used by third
parties. The patches were released on 28
July, but third parties may take some time
to incorporate the changesin their code.

BIND Dynamic Update DoS
CVE-2009-0696 / CERT VU#725188

Following disclosure on a Debian
bug-tracking system, the ISC has released
urgent patches to their BIND DNS name
server code. Exploitation of this
vulnerability would result in a crash of the
DNS server, and could lead to a Denid of
Service (DoS). Analysis by Network Box
Security Response and others indicate
that this is not currently exploitable to
gain remote access. However, the attack is
possible against vulnerable ISC BIND
DNS servers hosting MASTER zones (i.e,
slave-zone-only DNS servers are nhot
affected by this). Network Box, and several
other vendors, released patches and
protection signatures/ instructions.

Overdl, it has been an incredible
month, and has kept Network Box
Security Response a Threat Level Alert
Condition #4 for amost the whole
month. We, and our OEM partners, have
pushed out over 350 signatures, as well as
two out-of-cycle patches, specificaly to
protect against exploitation of these
vulnerabilities. We continue to closely
monitor the situation.
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August 2009 Features

On Tuesday, 4 August 2009, we will be
releasing a number of improvements to the
mail scanning system. These enhancements
include:

* Revisions to the email relationships system to
track relationship age and activity

* Integration of SPF to whitelisting (toallow whitelisting to
be controlled by successful SPF)

e Own domain protection (protection of whitelisted
messages to/from the same domain), and

e Other miscellaneous improvements

We will also release the foundational components to support
the new Mail Portal system entering beta this month.

Additional releases are updates to some of our core
components to address recently-announced vulnerabilities. These
updates include:

* DNSresolution
* DHCP and
*  Web Server

The above changes will not require any impacting service or
device restarts, and should not cause any significant interruption
to device operation. The regional NOCs will be conducting the
rolloutsof the new functionality in a phased manner.

Should you need any further information on any of the
above, please contact your local NOC. They will be arranging
deployment and liaison.

Key Metric) % difference
(since last
month)

PUSH Updates 998 -7.8
Signatures Released 170,469 -16.7
Firewall Blocks (/box) 624,287 -2.0
IDP Blocks (/box) 181,789 +15.4
Spams (/box) 71,075 -2.8
Malware (/box) 3,148 +42.1
URL Blocks (/box) 105,091 +27.5
URL Visits (/box) 2,979,650 -3.3
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