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Twitter: http://twitter.com/networkbox

Facebook: http://www.facebook.com/networkbox

http://www.facebook.com/networkboxresponse

Linkedin: http://www.linkedin.com/company/network-box-corporation-limited

Mark Webb-Johnson
CTO, Network Box Corporation
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Device Identification

® The Device ID is the key

® The Device ID is the key identifier of the box
® Statistics and utilisation records

® Configurations

® Transactional Logs

® The Box ID becomes just a nickname
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The Provisioning Problem

e NBRS-5.0 Goal

® Deploy security services with as little impact to
existing networks as possible

® To co-exist with existing networks - providing a
security filter for the existing traffic

mRequiring little or no knowledge of the network
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Provisioning Sequence

® NBSYNC Connections

® Once NBSYNC connections are established
e Channels can be opened in either direction
® Encrypted and Authenticated
® Keep-alive messages to keep link alive

® Connections are outbound from the BOX

* Channels can be either outbound or inbound
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The Boxing Ring - 211478

Page 02/04




INTHE BOXING RIMNG

FRIEL T (SRLERE T BOX 74 NBSYNC_Hfiu— 7Tt % 2]
SRR < S (75BOX 5 Network Box

HQ put l;fﬁj\ %ﬁ%j\pi *Fu[u:jéfi.i ZRVIEF L E pJ."ézﬁﬁglgfj#&
B PP RO [ USROS 3 -~ E1- (Wl BOX

RO ID A
Box &g %
T BOX 414 (P s i
o)

ﬁ’ }:ﬂﬁj ElfJ [’é’zﬁ@ﬁﬁ%’y, E[J}‘ﬁ :

LARSFAVA R AR5 ([l [ IR spie e BOX # LSks >
(765 T BOX ~ 5 [l 15 3¢ 122 Al 24 £ty ”ﬁ%f Yo

2.3 AT AR CHR RV BOX JEE[REYRY S PGILR F)

BOX 5guf$ [IFE2. i ICMP 15 SNMP i) -

3 B4 PUSH (- {2 500 A
i IR S B A I PO R o e R R ) o

4.NOC ([l [l <5 » I BOX JEIF | (3 Ao 3 r—
f7 2 {lite 719 NOC 35 BOX [1mtHinERR)

PRI ARER U - PRI
wfﬁ%%ﬁwﬁ @W&M%M yﬁwﬁgg
o IR A P T [ O

NOC

e Six Key Points to Provisioning

. Unique Device ID

. Box calls out to Provision

. Provisioning tells box about available services

. Box calls out to each service

. Services and box bi-directionally call each other
. Real-time, incremental updates, transparently

NBRS-5.0 Provisioning Architecture

Our goal is to deploy security services with as little impact to existing networks as possible.
To co-exist with existing networks - providing a security filter for the existing traffic.

NBRS=5.0 achieves this goal with transparent proxies and security services.
It is the provisiening architecturs that allows us to depley, monitor and manage
our security filtering devices in such a transparent manner.

Mawk Weebb-fohnson
CT0, Metwurk Ber Co. Lid
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Provisioning Sequence

& NBSYNC

® NBSYNC is the gateway for inter-box comms ‘
It provides for links between devices over IP
It behaves like a dynamic VPN
It uses SSL as its core technology

Authentication and Encryption are used

Provisioning Sequence

® Network Box HQ Services

I. Provisioning and Registration

2. Stats

3. Global Monitoring System (GMS)
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