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Bandwidth Usage

Network Box Survey Results

A typical Network Box customer
sees his bandwidth divided into
approximately 95% used for email and
web browsing, with only 5% (or
sometimes less) being used by other
traffic. Customers who don’t impose
outbound policy restrictions (LAN->NET
without restriction) will also see a
significant amount of file sharing activity.
In the rest of this article, we concentrate
on the web traffic portion of the problem.

Recently, Network Box Security
Response conducted a statistical survey of
bandwidth usage of our customer base,
concentrating on web activity for the past
four months, to clearly benchmark our
performance in web content filtering - the
largest such survey of its kind.

While companies such as Alexa
benchmark the Internet as a whole, this
research was targeted specifically at our
customer usage, and went beyond the
Alexa ‘hits’ approach (ie; number of visits
per web site) to include ‘size’ data (ie; size
of data transferred from the web site).

Top 20 Web Sites (by hits)
Site %Hits
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The results were astounding. While
29% of web requests were to the top 20
sites (ranked by number of hits), 37.9% of
bandwidth was used by just the top 20
sites (ranked by bandwidth used).

Facebook (facebook.com and
fbedn.net) was responsible for 5.8% of
the URLs going through our boxes, and
4.4% of the bandwidth. But, that was
dwarfed by YouTube (at 7.8% of
bandwidth). Network Boxes processed
(and our customers paid bandwidth for)
over 21'TB of YouTube videos in just four
months.

Even Microsoft Windows Update
(windowsupdate.com) at 0.9% of URLs
and 3.8% of bandwidth stands out. It is
amazing to think that much bandwidth is

required just to fix software problems in
Windows. Both Symantec and NAI (both
ant-virus security companies) also appear
in the top 20 list of bandwidth users.

In total, our customers visited 4.4
million web sites using over 19 billion
URLs, consuming 280TB of bandwidth.

Top 20 Web Sites (by size)
Site %Size
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Looking at just the top 1,000 sites,
we find 74.6% of URL requests, and
76.3% of bandwidth are used. For the
top 100,000 sites, the figures increase to
97.1% and 96.9% respectively. 97% of
the web traffic (and bandwidth)
goes to the top 2% (100,000 out of
4.4 million) of sites. Certainly, the
‘long tail’ on the chart is impressive, but if
you want to control bandwidth usage,
and make an impact on the load of web
proxy traffic on your network, then
targeting these top 2% of sites is going to
make by far the biggest impact.

Regarding categorization of web
sites; of the top 100,000 websites,
SurfControl categorizes 78.6%, and
Network Box (including all engines)
categorizes 88.2% (including 1,692 as
undesirable). The difference is the result
of the Network Box uncategorised URL
feedback loop (as presented in the July
2008 “In The Boxing Ring” newsletter),
as well as our partnership with other
categorisation list providers (in addition
to SurfControl).

Network Box finds that the
requirements for the ‘fat head” and ‘long
tail’ of the URL chart are dramatically
different. At the head, the accurate
categorization of all sites is of upmost
importance. In the tail, the categorization
of malicious and undesirable websites
becomes most important (while
categorisation of non-malicious sites is
relatively unimportant).

The Network Box approach is to
apply full database-based categorisation
at the head, and rely on more dynamic
categorisation of the much smaller
number of undesirable sites in the tail.
Whilst we are currently meeting our
goals, we continue to work on
improvements to our core technology.
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i December 2009 Features

On Tuesday, 1% December 2009, Network
Pxewill release our patch Tuesday set of
rhancements and fixes. The regional
OCs will be conducting the rollouts of the
ew functionality in a phased manner over
the next 7 days. This month, these include:

« Enhancements to the POP3 Acceleration system to improve
performance for large numbers of mailboxes, and introduce
a new mechanism to timeout connections to non-responsive
POP3 servers.

« A fix to the policy cetegorisation caching system, to better
handle the case where a domain and it's subpah are
categorised differently, in particular when using complex
categorizationsusing regular expressions.

o Enhancements have been made to the Network Box
Signature PUSH system to improve performance and
reliability when delivering simultaneous signature updates.

« Add support for challenge-response to the envelope
verification system used for mail scanning.

« Enhancements to the LDAP integration system, to support
more complex directory environments.

In most cases, the above changes should not impact running
services or require a device restart. However, in some cases
(depending on configuration), a device restart may be required.
Your local NOC will contact you to arrange thisif necessary.

Should you need any further information on any of the
above, please contact your local NOC.
arranging deployment and liaison.

They will be

Key Metric) % difference
(since last
month)

PUSH Updates 1,246 -8.4
Signatures Released 236,109 +7.1
Firewall Blocks(/box) 642,767 +4.8
IDP Blocks (/box) 210,821 +10.7
Spams (/box) 64,902 -0.5
Malware (/box) 2,905 -28.4
URL Blocks (/box) 100,429 -5.4
URL Visits (/box) 3,175,339 +7.7
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