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Transparent proxy servers intercept and
redirect network connections without
user interaction or browser
configuration.

Some transparent intercepting proxy
implementations make connection
decisions based on the HTTP host-
header value.

Browser plugins (Flash, Java, etc.) may
enforce access controls on active
content by limiting communication to
the site or domain that the content
originated from. An attacker may be
able to forge the HTTP host-header (or
other HTTP headers) via active content.

A proxy server running in intercepting
("transparent”) mode that makes
connection decisions based on HTTP
header values instead of source and
destination IP addresses is vulnerable
due to the ability of a remote attacker
to forge these values.
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Key Metric

PUSH Updates

Signatures Released

Firewall Blocks (/box

IDP Blocks (/box)

Spams (/box)

Malware (/box)

URL Blocks (/box)

URL Visits (/box)
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