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Welcome to the
June 2020 edition of
In the Boxing Ring

'This month, we are talking about
Viruses: Biological versus Com-
puter. During this time of the
COVID-19 pandemic, those of us
working with computer viruses
continue to be amazed at the
similarities between the techniques
used by the medical community to
fight SARS-CoV-2 (the virus that
causes the COVID-19 disease) and
the processes involved in our
electronic anti-virus systems. On
pages 2 to 3, we highlight the
similarities and see how computer
anti-virus researchers help protect.

Stay Connected

You can contact us here at

Network Box HQ by email:
nbhq@network-box.com,

or drop by our office next time you are
in town. You can also keep in touch
with us by several social networks:
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In other news, Network Box has
published materials and an execu-
tive summary video for the Dark
Web. And in this month’s Media
Coverage, Network Box was
featured in numerous media outlets,
including: The South China
Morning Post, Cyber Houston,
and Funkschau. Furthermore,
cybersecurity issues were found with
the German Government and I'T
services giant, Cognizant.
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In this month's issue:

Page 2103

Viruses:
Biological vs. Computer

In our featured article, we discuss
the similarities between biological
and computer viruses, and the
techniques used to fight against
these threats.

Page 4
Network Box Highlights:

u Network Box Executive
Summary Video - The Dark
Web: the dark side of the

Internet

® Network Box Media Coverage:
* South China Morning Post

= Cyber Houston
* Funkschau

NOTE: With effect from January
2020 we have switched to a
quarterly Patch Tuesday cycle

for Network Box 5. However,
essential security fixes will
continue to be released
out-of-cycle, if necessary.

In this month's issue of In the Boxing Ring
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SARS-CoV-2 is an RNA virus. Essentially, a strand of informa-
tion wrapped up in a protective shell and a mechanism to infect
cells - information, envelope, infection mechanism.

During this time of the COVID-19 pandemic,

those of us working with computer viruses The virus's primary purpose is to replicate - to make copies of itself.
continue to be amazed at the similarities SARS-CoV-2 does this by infecting cells (in the lungs, stomach,
between the techniques used by the medical and other areas of the human body), then using the cell's own
community to fight SARS-CoV-2 (the virus that mechanisms to make copies of its RNA and make new virus particles.
causes the COVID-19 disease) and the

processes involved in our electronic anti-virus

systems. Let's look at some of these

similarities, and see how computer anti-virus

researchers help protect.

Viruses: Biological versus Computer
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The gold standard for identifying viruses is the whole genome
sequence. This maps the full sequence of the chemical components
of the RNA (made up adenine, uracil, guanine, and cytosine;
abbreviated as A, U, G, and C), and results in a very long string of
these four letters. That is excellent for precise identification, but
not so good for testing. Due to mutations, what we know of as
SARS-CoV-2 is actually a collection of hundreds of different
strains of the same fundamental virus, each with their own slightly
different sequences (more on this later).

To test for the virus, researchers instead concentrate on relatively
small portions of the full sequence. This way, they can extract

samples from a potentially infected human, amplify the RNA in
the sample to obtain enough to test with, and then compare that

against the portion of the full sequence. That is the RT-PCR test.

The human immune system has a component known as the
adaptive immune system. The system works by identifying
portions of viruses already in the body, and creating antigen-
specific cells designed to identify, remember, and attack that
specific antigen. These cells protect against future infections of the
same virus and can survive in the body for some time (months, or
years, typically). This is why after you've had the measles once, for
example, you usually don't get it again. Vaccinations work by purposely
injecting the body with antigens that will generate such an adaptive
immune response, to protect you from future specific infections.

www.network-box.com

Another component in the human immune system is known as
innate. This system can detect what is not ‘you’, (what is foreign),
and attack the invader. It relies on the antigen's chemical proper-
ties and doesn't need to have previously seen that specific antigen.

RNA viruses such as SARS-CoV-2 are very poor at accurate
replication, and sometimes the copies made are not perfect. Base
pairs get flipped. Portions of the sequence are lost. Parts of other
viruses are incorporated. Before long, you are dealing with bad
copies of bad copies of a bad copy. It is like the story of a million
monkeys with a million typewriters, eventually producing the
works of William Shakespeare. Sometimes these viral mutations
are beneficial to the virus, but most often not. Whatever the
outcome, these mutations are the way the virus adapts to further
its goal of replication.

Viruses: Biological versus Computer
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The Dark Web
the dark side of the Internet

the dark side
RO ENELED

NEXT
GENERATION
lrmoixia

xior | MANAGED SECURITY

LINK: https://youtu.be/KGZBrMGzDi8

The Dark Web is the deliberately

hidden part of the Internet, which is

the natural habitat of hackers and

cyber criminals. Whenever there is a

data breach, the stolen personal data SN
usually ends up on the Dark Web. E ﬂ
Today, there are several billion sets of

hacked credentials already posted. To % @
help you counter this, Network Box is

offering Dark Web Monitoring Service.

LINK:
https://network-box.com/nb5- P R.DT E CT I O N

darkWeb_monitoring
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a\ Media Coverage and
Security Headlines

l SCMP

https://bit.ly/2XdiDFG

Cyber Houston

Adlddi,

CYBER HOUSTON

https://youtu.be/ZGD5219pvSU

Funkschau

funkschau
https://bit.ly/3eBbPrj

* The
% | Federal Government

https://bit.ly/2TNUjln
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Bleeping Computer
Cognizant

https://bit.ly/2yHUvRY
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